#KWBEPBE3OIMNACHOCTb#MOLUEHHUNYECTBO

OcTopoKHO, 06MaH! MOLLEHHMKM 3aMaHNBaIOT rpaXkaaH nepepac4yeTom
NEeHCUN 1 BbIN1aTon HagbaBokK

B X0A€ MOHHTOPHHIA OHCpaTI/IBHOﬁ 00OCTaHOBKM W aHaJIM3a MMOCTYIIAOIINX
06pameH1/11‘/'1 I'pa)kaaH BbISABJICHDBI (I)aKTI)I HOBOTO cIoco0a MOIICHHUYECKOM
AKTHUBHOCTH, HaHpaBHCHHOﬁ Ha XUIICHUC JJCHCIKHBIX CPCACTB I'PAKIAH.

*Vemanoesneno,  umo  310YMbIWIEHHUKY, _NPEOCMAGIAsAC, _COMPYOHUKAMU
Donoa__coyUaIbHOU _3aWUMbl_HACENCHUs, OP2AHOE6 _COUUAIbHOU _3aWUNbL_ UL
NEeHCUOHHBIX __ 0MOeN08,  CO00uWaom __ 2pajicoanam o sKoObl __npo8oOUMOM
«nepepacuyeme __NeHCUlly, «NposepKe _CMmMpaxo8020 CMANCAY U «BbINAAME
HA00aBoOKY.

B xoxe pasroBopa moj pazau4HBIMU MPEJIOraMd MOIICHHUKH CKIIOHSIOT
TpaKJaH K Pa3ralleHUI0 MEePCOHANbHBIX JaHHBIX, OAHKOBCKHX PEKBU3UTOB, a
Takke KoJIoB moarsepxkaeHust u3 CMC-cooOmieHui.

BHUMAHHUE: compyoHuku opeanos coyuaivhou sawumel u DPC3H
HUKO20a He UCNOTb3YIOM MecceHodcepbl Ol C85A3U, He NpOCAm HA38amb NO
menegpony kool uz CMC, Oaunvblie OAHKOBCKUX Kapm, NApoiu u uHvle
nepcoHanvhvie OaHHble.

Bce Bompochl mo mepepacdeTry TEHCHOHHBIX BBITUIAT W TPOBEPKE CTaKa
peIaroTcs HCKIIOYUTEIBHO MPU JTUIHOM BU3HUTE TPaXKIaHUHA B YITOJTHOMOYCHHBIN
opras Ji00 1o opUIIMATBLHBIM Telle(OoHaM CITPABOYHBIX CITYKO.

[IpoBepka wuHbopmaruu u oOpalieHHe B TOCYIapCTBEHHBIE OPTaHbI
Pecniy6nuku benapych ocCyIiecTBIsSIeTCsl MCKIIOYUTEIBHO Yepe3 OQHUIMaIbHbIC
WHTEPHET-PECYpPChl B HALIMOHAIBHOU TOMEHHOU 30HE "by" MM HEMOCPEICTBEHHO
pY JIMYHOM OOpAIICHUH.

IMpodunakTHIecKOe BUICO KOMMEHTAPUI BO3MOYKEH JIJISl CKAYMBAHUS 110  CCBLIKE:
https://t.me/uvdgomel/45869 m6o QR-xomy



https://t.me/uvdgomel/45869

FnaBHOe ynpasrieHne rno NPpoTUBO4ENCTBUIO KNGEepnpecTynHOCTU
KpUMUHaNbHO Munuuun MB/l Pecny6nukubenapycb

SAWLWNTA OT MOLLEHHNKOB

HacTpoiika cMapTchoHa U MecCeHpKepoB

KomMnnekT namMAaTok ANsA rpaxaaH noXXKusioro sospacra
M TeX, KTO NoMoraeT HacTpouTb TenedoH
Telegram « WhatsApp ¢ Viber « Android * iPhone

Camasi BaXXHasi MbIC/b

Hu ogHa HacTpoiika He faéT NOoMHON 3awuThl. FNnaBHasa 3awmTa: NoNoXuTbL TPYOKY,
HWYero He coobwiaTb U CaMOCTOATE/IbHO NEePe3BOHUTL 6/IM3KOMY YenoBeky, 6aHky nnm
opraHusaunn no coxpaHéHHomy ouLmanibHOMy HOMepPY.

Mpu coBeplieHN MOLWEHHUYECTBA HEMe4/IeHHO 3BOHUTE B MUTULUIO NO HOMepy
102.

Kak ncnonb3oBatb KOMMNEKT
» CTpaHuua 2 npeaHasHa4vyeHa Bnajensly TenedoHa: eé nyyie pacneyararb U NOAOKUTb PAAOM C
TenedoHoM.

+ CTpaHuubl 3—7 npeAHa3HayeHbl MOMOLLHMKY, KOTOPbIA 0AWH pa3 HacTpaMBaeT TesieddoH 1
npoBepsieT pesynbrar.

* CTpaHuLbl 8—9 HyXHbl Ha Crlyyali NOA03PUTE/ILHOTO KOHTAKTa UMW Y)XXe COBEPLLEHHOI OLLIMGKN.

* CTpaHuupl 10-11 nomoratoT 3anucaTb BaXHble HOMEepPa, OTMETUTL BbINO/IHEHHbIE HACTPOKA 1
MO3Xe NPOBEPUTL UX MOBTOPHO.

BbiGepute pexum 3awmrhbi

OBbIYHbIA PEXM MAKCUMANBHbIA PEXUM

PekomeHayeTcs 60NbLUNHCTBY [ns yenoseka, KOTOPOMY NMOYTU HUKTO HOBbI HE 3BOHUT

B MecceHpkepax 3BOHAT TO/IbKO KOHTaKThI. Bce He3HakoMble 3BOHKM 3arnyLiakTcs unm

O6bIYHbINA TenedoH nokassiBaeT U hunbTpyeT NpOXoAAT NpoBepky. Nepes BkIOYEHUEM
cnam. HesHakoMble 3BOHKM eLLé MOryT NMponTu. 06513aTeNIbHO COXPaHUTL Bpaya, NOSMK/INHUKY,
LOCTaBKy W Apyrve BaXKHble HOMepa.
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v‘lﬁ F'nasHoe ynpasneHue no npoTMBOAENCTBUIO KUGEPNPECTYNHOCTU KPUMUHANBHOW Munuumuu MBJ, Pecny6nuku Benapycob

NMAMATKA 1

FnaBHasA namsaTKa Bnagenbuy TenedoHa

3Ty cTpaHuLy nyylle AepXaTh PAAOM ¢ TenetoHom

3anomHuTe oaHy ppasy
«f1 H1Yero He coobuato no TenedoHy. A ceilvac NoNoXy TPyoKy K cam(a)
Nepe3BOHI0 N0 COXPaHEHHOMY HOMEpPY».

Kogbl HUKOMY He HasbiBalo. Kog ns SMS, Telegram, WhatsApp, Viber, 6aHka nnm
9N1EKTPOHHOM NOYTbI — 3TO K/KOY K BalleMy akkayHTy Unu AeHbraM.

AaHHble KapTbl He coobwato. Henb3s HasbiBaTb PIN, Tpy undpbl C 06paTHOA CTOPOHDI
KapTbl, Naposib, SIOTVH U NOJIHbIE NACMNOPTHbIE AaHHbIE.

Ha «6e3onacHblii CH4ET» fleHbrM He NepeBoXy. Takoro cnoco6a 3aluTbl AeHer ANs
KMeHTa He cylecTByeT. He nepegasaiiTe Ha/IMYHbIE KypbePY U He CHUMaTe AeHbIV N0
yKa3aHuio 3BOHSALLEro.

Mpwu yrposax u cnewke Knagy TPy6Ky. dpasbl «NPsAMO Ceinyac», «HUKOMY He rOBOpPUTE»,
«Ha Bac 0(hopMNISIT KPeauUT», «Balll POACTBEHHUK B 6e4e» — NOBO/, HEME//IEHHO
NpPeKpaTuTbL pasrosop.

MpunoxeHus No Npocb6e 3BOHALLEro He ycTaHaBNuBal. Henb3sa BKIYaTb
AEeMOHCTpauuIo 3aKpaHa, yaanéHHblin 4oCTyn, kKamepy y 6aHKkoMaTa unm «npoBepKy
TenedoHa».

Ccbinikm n QR-KOAbI OT HE3HAKOMBIX HE OTKpbIBal0. [laxe ec/iv 06eLaloT Bbinaary,
noAapok, BO3BPAT AeHer, rofI0COBaHNEe UM NPOCAT NOATBEPANUTL akKayHT.

3HaKoMoe UMS eLé HAYEro He AoKa3biBaeT. AKKayHT POCTBEHHIKA MOTYT B3/10MaTh,
¢hoTorpadmio 1 ronoc — nogaenats. MepesBoHUTe POACTBEHHUKY MO COXPaHEHHOMY
HOMepY.

CoMHeBaloCb — HUYEro He Aenato. No3BoHUTE [O0BEPEHHOMY Ye/10BeKy. HacToawwmii
6aHK, Bpay nav CoTpyAHWK OpraHM3aunmi paspeLunT BaM CroKOMHO NPOBEPUTL MHADOPMALIMIO.

He nepe3aHuBaiiTe Ha HOMep U3 NOAO3PUTENBHOTO CO0BLIEeHNA. HaiauTe oduLmanbHbIi HOMep Ha 6aHKOBCKO
KapTe, lIOroBOpe UK paHee CoOXpaHuTe ero B KOHTakTax.

Ecnun MoLEHHNYECTBO Y)Ke NPOU3OLLNO0: HEMeA/IEHHO 3BOHUTE B MUIULMIO NO HoMepy 102,
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& FnasHoe ynpasnexue No NpoTUBOALACTBUIO KMGEPNPECTYNHOCTU KPUMUHANLHOW Munuumuu MBJ, Pecny6nuku Benapyceh

MAMATKA 2

Yek-nUCT NnoMoLHUKa: 6a3oBast HACTPOMKa
TenedoHa

BbinonHsietcs OuH pas, 3aTeM NPoBEPAETCA KaxXable 6 MecsueB

Mepep cTporo chunbrpaymuein 3BOHKOB

CHauana coxpaHuTe B KOHTaKTax pOACTBEHHUKOB, Bpaya, NONVKINHKKY, COLUaIbHYHO
cnyx6y, 6aHK, MOGUNLHOrO onepaTopa, KOMMYHasbHbIe CYX6bl U Apyrue AeNCTBUTENbHO
Ba)XHbl€ HOMeEpa.

3auwmuTta camoro tenecoHa

[} YcTaHOBUTL O6HOBNEHUSt CUCTEMBI U BCEX NMPUMOXKEHUI TONbKO Yyepe3 Google Play nnm App Store.

[ ] YcTtaHOBWUTL 61OKMPOBKY 3KpaHa: Kog He kopoye 6 uudp 1 oTneyartok nanbua unm Face ID. He
nucnonb3oBarth AaTy POXAEHUSA U O4VHAKOBbIE LUMPLI.

] ABTo610KMpOBKa 3KpaHa — Yyepe3 30—60 cekyHa.

] CKkpbITb TEKCT yBEAOM/IEHNIA HA 3a6/10KMPOBAHHOM 3KpAHE: NOKa3biBaTb COAEPKUMOE TO/LKO Nocne
pa3610KMPOBKMY.

[l Ha Android 3anpeTuTtb yCTaHOBKY U3 HEU3BECTHbIX UCTOYHWKOB; BKOYUTH NPOBEPKY NPUIOXKEHNIA
Play Protect.

L] YaanuTb HeHyXHble NPUIoXKeHNs yAaNEHHOTO A0CTyna U AEMOHCTPaLUK 3kpaHa. He yaanatb
HEeNU3BECTHOE CUCTEMHOE NpUIoXKeHne 6e3 npoBepkn cneunasinCTtom.
3aumTa aKkkayHToB

L] BknounTb ABYxX3aTanHyto nposepky B Telegram, WhatsApp v Viber; fo6aBuTb AeicTByOWNIA agpec
3NEKTPOHHOIN NOYTbI AN BOCCTAHOB/EHUSI.

L] NpoBepuTb pasgensl «YCTpoicTBa», «CBA3aHHbIe YCTPOWCTBa», «KOMMNbIOTEPLI U NAAHLLETbI» 1
OTK/TOUYUTL BCE HEU3BECTHOE.

L] Maponwu, PIN npunoxeHuii u pe3epBHble AaHHbIE He XPaHUTb B HE3a6/10KNPOBaHHbIX 3aMeTKax,
¢hoTorpacmax unu nepenucke. lonyctum 6ymMaxHblii 3aneyaTaHHbIil KOHBEPT AoOMa.

L] YpanuTb ny6nnyHoe ums nonb3oBatena Telegram, €C/iM OHO HE HYXHO, U He My6/IMKoBaTb HOMEP
TenegoHa, agpec, AOKYMEHTbl U 6aHKOBCKME PEKBU3UTLI B Npodune.

MNMpoBepka nocne HaCTPOMKK

(] MO3BOHWTL C COXPAHEHHOTO HOMEPA: TENEMOH U HYXHbIE MECCEHAKEPbI AO/MKHbBI 3BOHUTH.
(] MO3BOHWTb C HECOXPAHEHHOTO HOMepa: pe3yNbTaT A0/HKEH COOTBETCTBOBATL BbIGPAHHOMY PEXMMY.

] Moka3aTb BnagenbLy, rae HaxoAsTCA NPONyLWEHHbIE HEM3BECTHbIE 3BOHKM 1 Narku
«3anpocbi»/«Cnam». O6bACHUTL: CAMOCTOATE/IbHO HEe Nepe3BaHnBaTh.

] loroBopuUTbLCSt O CEMEIHOM KOAO0BOM C/OBE [/181 3KCTPEHHBIX MPOCkL6. He 3anucbiBaTth ero B
TenedoH, aTy METOAUYKY UIU PALOM C 6aHKOBCKUMU AAHHBIMMU.
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* FnaBHoe ynpasnexune no npoTMBOAENCTBUIO KUGEPNPECTYNHOCTU KPUMUMHANBLHOK Munuumu MBJ, Pecny6nuku Benapyce

NMAMATKA 3

OOGbIuHble Tene(oHHble 3BOHKU: Android u
iPhone

CHavana BK/IHUaeM LUTATHYH 3aLnTy, 6€3 COMHUTENLHbIX «aHTUCNAM»-MPUONKEHNI

Android: npunoxeHnune «TenecoH» ot Google

rAae oTKpbIThL YTO yCTaHOBUTL U 3a4eM

TeneoH - : - HacTpoiikm — TlokasbiBaTb gaHHble a6oHeHTa u crnam — BK/1.

AOH n cnam TenedoH 6yaeT nomeyartb U3BECTHbIE NOAO3PUTENbHBIE HOMEpPA.
dunbTpoBaTh crnam-3BOHKU — BKJ1., eC/iM NYHKT AOCTYyNEeH.

Tam xe Moao3putenbHble 3BOHKM MOTYT He noAaBaTb CUrHasl, HO OCTaHyTCs B
XypHane.

XXypHasn 3BOHKOB — 3a6nokuposatb /| COOGWUTL O cCName.

noAo3puUTeNibHbI HOMeEp BnokupyiiTe Kaxablii NOBTOPSAOLWMIACA NOAO3PUTENbHBI HOMED.

He nonaratbCs TOMILKO Ha nepekntovarenb «HensBecTHbIe».
B npunoxeHun Google oH 6/10KMPYET CKPbITbIE/HEONPEAENEHHbIE
HOMepa, HO He BCe HoMepa, KOTOPbIX HET B KOHTaKTax.

TenecoH — HacTpoiiku —
3a6nokupoBaHHbIe HOMepa

Ha Samsung, Xiaomi, Honor 1 Apyrux Mapkax Ha3saHusa oTiuyaoTcs. umrte «<AOH U 3aluta ot cnama,
«AHTUCNAM», «BNOKMPOBKA MOLLEHHUYECKMX 3BOHKOB». He ycTaHaBnmBaiTe criydaitHoe NpuioXeHue no pekname unm
COBETY 3BOHSLLENO.

iPhone

r'pe oTKpbIThL YTO yCTAaHOBUTL U 3a4em

«CnpocuUTb NPUUUHY 3BOHKa» — MpPeanouYTUTE/IbHbIN
KOMMpoMUcc.

He3Hakomoro aboHeHTa cHavyasia NonpocAT HasBaTk NPUYUHY 3BOHKA;
thyHKUMA 3aBUCUT OT BEPCUM CUCTEMbI U PErUOHA.

Hactpoiiku - MpunoxeHusa -
TenechoH - lMpoBepka
HEU3BECTHbIX aGOHEHTOB

«3arnywarb» — MakCUMa/IbHbIA PEeXUM.
Tam xe He3HakoMble HoMepa He 3BOHAT U HaNpaB/ISKTCA Ha rOI0COBYIO NOUTY.
MOXHO NponycTUTbL Bpaya, 4OCTaBKY UM OpraHn3aumio.

TenepoH - PunbTpauus «HeusBecTHble aGoHeHTbI» U «Cnam» — BK/1., ecnun AOCTYNHbI.
BbI3OBOB Cnam-thunbTp onepaTopa MOXET 3aBUCETb OT CTpaHbl 1 Tapuda.

«Ecnu pa3énokupoBaHo».
TekcT SMS 1 kof0B He ByaeT BUAeH NOCTOPOHHEMY Ha 3ab/10KMPOBaHHOM
JKpaHe.

Hacrtpoiiku - YBegomneHus —
Moka3s muHuartiop

Mocne BKNIOYEHMA MAKCUMA/TBHOIO peXxuma

HayuuTe Bnagenbua He nepesBaHnBaTb N0 HEM3BECTHbIM NPONYLLEHHLIM HOMepam. HacToswas
opraHusaums o6bI4YHO OCTaBUT MOHATHOE COOOLEHME; NPOBEPSATL €€ HYXHO Yepes
ohmLmanbHbIR COXpaHEHHbIN HoMep.
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* FnasHoe ynpasneHue nNo NnpoTUBOAEHCTBUIO KUGEPNPECTYNHOCTU KPUMUHANBHOK Muuuun MBJ, Pecny6nukv Benapyce

NMAMATKA 4

Telegram: pekomeHAyeMble HaCTPOWKK

Lienb: CKpbITb HOMEP, OrpaHUYUTL 3BOHKN 1 3ALLUTUTL BXOZ

OcHoBHoM nyTb: Telegram — HacTpoiikn — KoHtmaeHUManbHoCTb (v «KoOHGUAEHUNAILHOCTL 1 6E30MaCHOCTL»).

Iae oTKpbITL

YTo yctaHOBUTH U 3a4em

Homep Tenecona

Homep TenecpoHa

I'IocneAHilil aKTUBHOCTb U CTatyc
«B ceTu»

®dotorpacumn npochuns

3BOHKU

Fpynnbl u kKaHans! / MpurnaweHus

AByxaTtanHas ayTeHTuchukayusa

YcrpoiicTea | AKTUBHbIE CeaHChbl

Koa-naponb /| BnokupoBka
NpUNoXeHus

Mpodunb - UsmeHuTb - Nms
nonb3oBarens

Kro BuauTt moii Homep — Hukro.
Jliofn, KOTOpPbIE yXe 3HaNM HOMEp U COXpPaHUIN ero, BCE paBHO MOTYT ero
BUAETD.

KTo MOXeT HaiiTu MeHsl N0 HoMepy — MoU KOHTaKTbl.
CnyuaitHomy Yenoseky byfeT CoXHee CBsi3aTb BBEAEHHbI HOMEP C BaLLUM
npocunem.

Mou KOHTaKTblI.
He3Hakomble He YBUAAT NPUBbIYHBIA PEXUM aKTUBHOCTMU.

Mou KOHTaKThI.
Jlyywe He cTaBuTb (hOTO JOKYMEHTOB, A0Ma, 6UNETOB UM GaHKOBCKUX KapT.

Mowu KOHTaKTbl; B MAaKCUMa/IbHOM pexume — HUKTo.
Mepea CTPOrUM PEXMMOM COXPaHUTE BCEX B/IN3KMX.

MOWU KOHTaKTbl.
CHwmxaeT puck obaB/ieHNs B MOLLEHHUYECKNE rpynnbl.

Bkniounth OTAENbHbIA NAPONb U NOUYTY BOCCTAHOB/EHUA.
Kog u3 SMS unu Telegram cam no cebe He NO3BONUT BONTU B akKayHT.

OCTaBUTb TOJILKO 3HAKOMbIle yCTpOﬁCTBa.
He3HakoMmblIi ceaHc HemMe/IeHHO 3aBepLnTb.

Bkniouutb Koa u GUMoMeTpuio.
3awmuaeT nepenucky, ecny pastnokMpoBaHHbI TenedoH okasancs y
Apyroro 4yenoeeka.

Ypaanutb ny6nmyHoe @uUMs, eC/ivi OHO He HYXHO.
Mo ny6nnyHoMy uMeHu 1 06LLeit rpynne He3HakoMble MOTyT HalTU Npodn/b
6e3 Homepa TenedoHa.

Hukorpga He coo6ujaiiTe kopg Telegram
Kogpl Bxoga B Telegram npuxogsT B cnyxe6Hbiii yat Telegram unun no SMS. VX Henb3A AUKTOBaTb
«Cnyx6e nogaepxku», poACTBEHHUKY, 6aHKy NN BBOAUTL Ha YYXXOM caiiTe.

* He3HakoMblIii yaT: He 0TBeYaTh, HE HAXUMaTb «Start» y NoA03pUTENbLHOro 60Ta, He OTKpPbIBATL dhaiin nnw

CCbI/IKY.

* OTKPbITb NPOUNL OTNpaBuTeNns — 3ab/10KUPOBaTh; A/151 MOLLUEHHUYECKOro COOBLLEHNSA Takke BbibpaTh

«lNoxanoBaTbCcs».
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NMAMATKA 5

WhatsApp: pekomeHAyeMble HACTPONKMU

Llenb: 3arnywnTb HE3HAKOMbIE 3BOHKW, CKPbITh AAHHbLIE U 3aLLUTUTE BXOS

OcHosHoM nyThb: WhatsApp - HacTtpoiiku — KoHtuaeHumansHoCTs. CHavana oTkpoiite «Mposepka
KOH(hMAEHUMANBHOCTU» U NpoiauTe BCe pasaeribl.

rae oTKpbITH YTO yCTAaHOBUTHL U 3a4eM

3arnywarb Hen3BeCcTHbIX aboHeHTOB — BKJ/1.

KoHthugeHnanbHOCTb — 3BOHKU :
Takne 3BOHKM He NoAAat0T CUTHasT, HO OCTAKTCS B CMUCKE 3BOHKOB.

MoOu KOHTaKTbI.
KoHdmgeHymanbHOCTb — Ipynnbl  He3HaKoMble He CMOryT HanpsMyo A06aBNATh Bnagenbla B 60/bWWMHCTBO

rpynn.

Bpems nocneaHero noceweHna U Mom KOHTaKTbl; CTATyC «B CeTU» — Kak BPEMS MOCeLieHuUs .
«B ceTtu» CHUXaeT 06BEM BUANMOI HE3HAKOMBIM MHOPMALIMN.

Mou KOHTaKThI.

®doTo npodumns
He ncnonb3oBaTh (GOTO AOKYMEHTOB, GUNETOB M GaHKOBCKUX KapT.

Mou KOHTaKTbl unu Hukro.

Clegenng He ykasbiBaTb agpec, MecTo paboTbl, ATy POXAEHUSA 1 APYTYHO JIULLHIOK
nHopMaLmio.
Craryc Mou KOHTaKTHbI.

MpOBEPUTH UCK/HOUEHUS U YAAIUTL HE3HAKOMbIX.

3awmuwars IP-agpec Bo BpeMAa 3BOHKOB — BK/1.
3BOHKM ByAyT npoxoauTb Yepes cepeepbl WhatsApp; ka4ecTBO UHOTAA MOXET
HEMHOr0 CHU3WUTLCA.

KoHduageHymanbHoCTb —
PacwmupeHHble

OTKNIO4YUTBL NPeANpPOCMOTP cChinok — BK/1.; 6nokupoBartb 60/1bLwoi
Tam xe, ecnu 4OoCTynHoO 06bEM COOGLEHUI OT HEU3BECTHbIX akkayHTOB — BKJ1.
Ha3BaHWs HOBbIX MYHKTOB 3aBUCAT OT BEPCUN NPUIOXKEHUS.

HacTtpoiikun — AKKayHT — Bknwuntsb PIN/napons 1 o6aBuTh NOYTY BOCCTAHOB/IEHUA.
AByXxiwiaroBas npoeepka Hukomy He coobatb 3T0T PIN, gaxe ecnv 4enoBek 3HaeT MMA Bnagensua.

OTKNIOUUTb BCE HEU3BECTHbIE KOMMbIOTEPbI U TeneoHbl.
MpoBepsiTb nocne M60ro Nogo3puTeNsHOro QR-koga unm Npock6bI
«MOATBEPANTL YCTPOWUCTBO®.

Hacrtpoiiku - CBA3aHHble
ycTpoicTBa

He ckaHupyiite QR-koA no npocb6e He3HakoMLa
QR-KO4, MOXET NOAKNOUUTL HYXOI KOMNbloTep K Bawemy WhatsApp. MoaknioyeHve fonycTuMo
TONBKO Ha CBOEM KOMMbIOTEPE U NPU 0CO3HAHHOM OTKPbITUM (hyHKUMN «CBA3aHHbIE YCTPONCTBA».

* Hen3BecCTHbIli OTNpaBuTeNb: He NPOAO/IKATL Pa3roBop — «3ab/oKMPOoBaTL» U «oXanoBaTLCs».
* Mpocb6y 3HAKOMOro NEpPEeBECTH AeHLMN BCErAa NPOBEPSATb 06bIYHLIM 3BOHKOM Ha paHee CoOXpaHEHHbIN
Homep.
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* FnasHoe ynpasnexue no NpoTUBOACHCTBUIO KUGEPNPECTYNHOCTU KPUMUHANLHOK MUAULUN MBA Pecny6nuku Benapycob

NMAMATKA 6

Viber: pekomeHgyeMble HACTPOKM

Lienb: oTAENUTL HEM3BECTHbLIE COOGLLEHWS, OrPaHNUUTDL TPYMbI U 3ALNTUTE BXOZ,

OcHoBHoii NyTk: Viber - EW@ - HacTpoiikn — KOH(hUAEHUMANBHOCTD.

r'ae oTKpbITH Y710 yCTaHOBUTL 1 3a4em

Bkntountk PIN 1 f06aBUTb NOYTY BOCCTAHOB/IEHUSA.

FPyREIman nposepia PIN notpebyetcs npu aktvBaumm Viber Ha gpyrom TenedgoHe.

Mowu KOHTaKTbI.
Kto moxeT go6aBnsarb B rpynnbl HacTpoiika oTHOCUTCA K 0ObIYHLIM FpynNam; coobLiecTBa MoryT paboTtaTk
nHave.

BK/.

HeunsBecTHble CO0BLLEHUS NONaayT B OTAE/bHbI pasgaen, rae AOCTYNHbI
«Y[anuTb» N «3a610KNPOBaTh U NOXAN0BATLCA». DYHKLMA MOXET 6biTb
HEAO0CTYMNHA B OTAENLHOM CTpaHe.

3anpocbi Ha nepenucky

BK/1. Ha Android.
Mo odmumansHoii cnpaske Viber aTa aBToMaTUyeckasi PyHKUMSA JOCTYNHA
TONbLKO Ha Android.

3arnywarb 3BOHKU OT
HEeCOXpaH&HHbIX HOMepoB

BK/1., ecnui NyHKT 4OCTYMEH.
Viber nposepsaeT coO6LIEHNs OT NOAEN He U3 KOHTAKTOB Ha BPEA0HOCHOE
coepxumoe.

ABTOMaTU4ECKasa NpoBepKa
cnama

MakcumanbHo orpaHnunTh; hOoTO U JaTy POXKAEHUA CKPbITh OT
HEe3HaKOMbIX.

HekoTopble nepeksitoyaTenn B3avMHbI: CKPbIB CBOI CTaTyC, Bnagenet, MoxeT
nepectarb BUAETb Yy>KOW.

Craryc «B ceTu», npocmoTtp
CcooGLeHui, hoTo, AeHb
poxaeHus

OTKNIOUNTL BCE HEU3BECTHbIE YCTPoicTBA. .
Oco6eHHo noce ckaHpoBaHUst QR-KoAa UK UCMOb30BAHMS HYXKOT0
KOMMbloTepa.

Eweé - Hactpoiiku — AKKayHT —
KomnbloTepbi U nnaHWweTkb!

3abnokupoBath U NOXaIOBATbLCH.

Moao3puTenbHbIi 4aT/3BOHOK
Mocne 6n0KMpOBKM Nosib30BaTE/Ib HE CMOXET NUcaThb U 3BOHUTD.

He Haxumaiite «MpuUHATBL» B 3aNpoce He3HaKoMLA

lMoka 3anpoc He NPUHAT, OTNpaBUTe b He BUAWT Ball CTaTyc «B ceTu» 1 0TMeTKy 0 npouTeHuu. Ans
NoA03pUTENLHOTO 3anpoca Bbibupaiite «3a610KMPOBATL 1 NOXANI0BATLCSA», @ He NPOCTOo
«Y[anutb».

Ha iPhone Viber He npegocTaBnsieT 06Lero aBTOMATUYECKOTO 3ar/yLLeHNA BCEX 3BOHKOB OT HECOXPaHEHHbIX
HOMEPOB. VCroNb3yiTe CUCTEMHYIO NPOBEPKY HEU3BECTHbIX 3BOHKOB iIPhone 1 610KkMpoBKY BHYTpY Viber,
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YTo pgenatb Npu noao3puUTeIbLHOM 3BOHKE UMY
cooOLeHun

MpocToii nopsaok AeiicTeuin 6e3 CNOPOB 1 NPOBEPKA IMUHOCTU B PA3rOBOpe

OcTaHOBUTECH. He HaxumaliTe KHOMKM, He OTKPbLIBAWTE CCbIMIKY, He ANKTYNMTe cBefeHUs
1 He BbINOMHATE yKasaHUs.

Monoxwure TpyGKy. He HyXHO y6exaaTb MOLIEHHMKA, CNIOPUTBL C HUM UK XAATb
«NepPEeKTUYEHNS HA COTPY/HMKA.

MpoBepbTe Apyrum cnoco6om. Mo3BoHUTE POACTBEHHUKY, 6aHKy WY OpraHn3aLmm
CaMOCTOATE/IbHO — TO/IbKO MO COXPaHEHHOMY OhULMaNbHOMY HOMEPY.

MocoBertyiiteck. Mpn ManeiilieM COMHEHUM NO3BOHUTE A0BEPEHHOMY YE/I0BEKY [0
coBepLUeHUs NI060ro JeiCTBUA C AeHbramMn U akKayHTOM.

3a6nokupyiite u noxanyirecs. Caenaiite 310 B NPUNIOXEHUU; NOAO03PUTE bHbI
HOMep 06bI4HOTO TenethoHa OTMETLTE Kak cram.

CoxpaHuTe gokasarenbcrea. He yaansiite coobuieHme [0 NpoBepku: caenaiite
CKPUHLLIOT, COXpaH1Te HOMep, CCbISIKY, BPEMSI 3BOHKA M PEKBU3WTLI NepeBoja.

anSHaKM MOLWeHHUu4yecTBa

* MpocsT Kog, naposnb, PIN, gaHHble KapTbl, (DOTO AOKYMEHTA MW 4OCTYN K 3KPaHy.
* 3anpeLyatoT COBETOBaTLCA C POACTBEHHUKAMU, GAHKOM UM MUMULMEIA.
* ToponAT, nyratoT yroNoBHbIM e/10M, NoTepeii AeHer, 6/10KMPOBKOIA TenledoHa UK akkayHTa.

* MpoCAT NepeBecTu AeHbLIN, KyNUTb KPUNTOBAMIOTY, NOAAPOYHbIE CEPTUMDMKATBI, NepeaaTh HaIMYHbIE
Kypbepy.

* MpOCAT YCTAHOBUTL NPU/IOXEHUE, BKIOYATL AEMOHCTPALMIO 3KpaHa, NOAHECTW KapTy K TenedoHy unm
noaouTN K 6aHkomary.

* CoO6LLA0T O «BLIUIPbILLE», KKOMMEHCALUN», «NEePEepPacHETEe, «40CTABKE» UN «TON0COBAHUN» 1
MPUCLINAKOT CChINKY.

daxe HoMep 6aHKa NN 3HAKOMOTO MOXET GbiTb NOAMEHEH

He foBepsiiiTe TONLKO MMEHU Ha akpaHe, choTorpadpmm nnm ronocy. HaaéxHas npoBepka —
3aBEpLUMTb KOHTAKT 1 CAMOCTOSITE/IbHO HABPaTh COXPaHEHHBI HoMep.
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Ecnu y)xxe coo6wmunm Koa, nepesenu AeHbru unu
Aanu [OCTyn

[LelicTByliTe cpasy, HO ¢ apyroro 6e3onacHoro ycTpoincTea

Ecnu Ha TenedoHe BKNIOYEH yAANEHHbIA AOCTYN WU 4EMOHCTPaLUA 3KpaHa

He BBOAMTE HA HEM HOBbIE Napo/Iv U 6AHKOBCKME AaHHble. BKOUUTE aBuapexmm,
BbIKNtounTe Wi-Fi n ucnonbayite Apyro oBepeHHbIn TenegoH nan KoMnbiloTep 415 CBA3N
¢ 6aHKOM ¥ CMeHbl Napone.

NEPBbIV LWWAT: HEMEAJ/IEHHO MO3BOHUTE B MUMTULAIO MO HOMEPY 102.

0O Hemea/1eHHO NO3BOHUTL B MUIMLUIO NO HOMepy 102 1 COO6WMUTL, YTO NPOU30LWNO.

[ HemeaneHHO NO3BOHWUTL B 6aHK MO HOMEPY C KapTbl AW 0hULMaILHOTO cainTa: Coo6LWUTbL 0
MOLLEHHNYeCTBe, 3a610KMPOBaTh KapTbl/CYeTa U OCMOPWUTL ONepauun, eciv 3T0 BO3MOXHO.

[] C 6e3onacHOro ycTpoiicTBa CMEHWUTb Naposb 3/IEKTPOHHOM NOYTkI, 3aTem 6aHkoB, Telegram,
WhatsApp 1 Apyrux BaXHbIX CEPBUCOB. Be3ae 3aBeplunTh HEU3BECTHbIE CEaHChI.

[] Telegram: HacTpoiikn — YCTpoiicTBa / AKTUBHbIE CEAHCbl — 3aBEPLUMTL YyXKME CEaHCbl; BK/THYUTb
ABYX3TanHyto ayTeHTUMKaLMIO.

L] WhatsApp: HacTpoitku — CBsi3aHHble YyCTPOMUCTBA — BbIATU HA HEU3BECTHbIX YCTPOWCTBAX;
NpoBEpPUTL ABYXLUArOBYHO NPOBEPKY.

L] Viber: Ewé - HacTpoiku — AKKayHT — KOMMbIOTEPbI U NNaHLWETbl — [1eaKTUBMPOBaThb
HeusBeCTHble ycTpolicTea; npoBepuTb PIN.

(] Ecnu SIM-kapTa BHe3anHo nepecrana paboTarth Un NPUXOAAT COOBLLEHNUS O €€ 3aMeHe — CPOYHO
CBA3aTbCA C MOOW/IBbHBIM ONEepaTopoM C APYroro TenedoHa.

L] C nomowibto cneypanucTa yaanuTb NPUNoKeHUe yaanEéHHoro 4oCTyna 1 NpoBepuTsb crneupasibHble

BO3MOXHOCTU, aAMUHUCTPATOPA YCTPOWCTBA, NPOhUN yNpaBNeHns 1 paspeLleHne «noBepx Apyrux
OKOH».

[] CoxpaHuTb CKPUHLLOTbI, HOMEPA, CChIMKK, YEKWN U BPEMS COBbITUIA; 06paTUTLCA B 6aHK U NO3BOHUTL B
MUNNLUIO No Homepy 102. He nnatnTb «NOMOLLHMKaM Mo BO3Bpaty geHer».

He cTbiguTEeCh 1 HE CKpbIBaTE CnyumnBLUEecs. Yem paHblue 6aHk, onepaTtop 1 61m3kue y3HaT 0 NPOUCLLECTBUN, TEM
60/1bLLIE BO3MOXHOCTEN OrpaHnunTb yuIepo.
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